
 

 

Protecting Your Identity in NJ 
Jay McCoog (data from www.state.nj.us) 

 
Two things have happened in the state of NJ to help residents protect themselves from identity theft.  
Starting on September 1, 2005, NJ residents joined the rest of the country in having the federal right 
to one free credit report per year from the three major credit bureaus.  Although this was already a 
state law, when it became a federal law, we can now order a free credit report from the centralized 
web site at www.annualcreditreport.com, or through a central phone number at (877)-322-8228.  I 
tried out the web site and was able to print out a free credit report for both me and my wife, Mary 
Ann.  This is so much more convenient than submitting a written request as previously required.  
Regular examination of your credit report is one way to keep a check on your credit and to make 
sure no one has stolen your identity and opened up a credit account under your name.   But first, 

let’s examine what identity theft is. 
 
What is identity theft? 

Identity theft is the fraudulent use of your name and identifying data 
and occurs when your personal information is stolen and used for 
someone else's financial gain. Thieves will use your identity to open 
bank accounts and to obtain credit, merchandise or services. Victims 
often are left with ruined credit. The federal government reports that 
identity theft is now the fastest-growing financial crime. Nearly ten 
million Americans were victimized last year, resulting in $5 billion in 
individual losses and $45 billion in corporate and banking losses.  

What information do thieves want? 
Identity thieves want your full name, social security number, and 
date of birth. Then, they want bank and credit card numbers and ex-
piration dates, any financial records they can find, and even the 
credit card offers you receive in the mail. 

How do they steal your identity? 
Thieves may retrieve credit card receipts, bank statements, and bills from your wallets and purses 
and also from your garbage. They steal from your mailbox and even complete change of address 
forms to divert your mail to another location.  

Thieves send you phony e-mail notices that claim to 
be from your bank, credit card company or a mer-
chant and ask for your account information to solve 
a supposed problem.  Also, unscrupulous telemar-
keters may convince you to give them personal in-
formation over the telephone. 

What do they do with the information they 
gather? 
Thieves use your identity to empty your bank ac-
counts and to charge expensive items on your credit 
cards. They may open new bank accounts, credit 
card and store accounts and apply for loans using 
your name and credit history. They may print checks 
using your information and use them to go on a 
spending spree. They may establish phone and 
wireless services in your name.  



 

 

How can you protect yourself?  

• Keep a list of all your account numbers including your credit card numbers and expiration dates 
as well as the phone numbers of your creditors, If your wallet, credit cards or checks are stolen, 
cancel your accounts. When ordering new checks from your bank, pick them up rather than hav-
ing them mailed to you. 

• Do NOT reply to e-mail notices, even if official-looking, that re-
quest personal or account information. Instead, call the company 
or go to their Web site if you know the correct Internet address. 

• Do NOT give out your social security number for identity pur-
poses, and do not carry it in your wallet. 

• Give NO personal information over the phone to telemarketers. If 
you wish to purchase something or to donate to a charity, ask them 
to send you a bill. 

• Do NOT give your credit card information to companies over the 
phone unless you initiated the call and have a trusted relationship 
with the company you have called. 

• When purchasing items over the Internet, type in your credit card number only after you have ab-
solutely ensured that the Web site is a valid and secure (https://) one and is from a company you 
trust.  

• Carefully review your bank statements and bills for accuracy and contact your creditors if your 
usual bills do not arrive on time. 

• When creating passwords and PINs, do not use the last four digits of your SS number, your birth 
date, middle name, mother's maiden name or anything that can be easily traced to you. Do not 
record those numbers on anything in your wallet. 

• Shred anything that has personal identification information on it including credit card or ATM re-
ceipts. Be sure to shred pre-approved credit offers that come in the mail. 

• Shield your ATM or telephone key pad when using an ATM. Some criminals use binoculars or 
video cameras to record your numbers. 

New Rights for NJ Residents to Protect Their Credit 

Regularly checking your credit report and following the advice provided herein can help you to se-
cure your identity from thieves.  However, New Jersey residents now have the right to put a "security 
freeze" on their credit files. A security freeze means that your file cannot be shared with poten-
tial creditors.  A security freeze can help prevent identity theft.  Most businesses will not open credit 
accounts without checking a consumer's credit history first. If your credit files are frozen, even some-
one who has your name and Social Security number would probably not be able to get credit in your 
name. 



 

 

How do I place a security freeze on my credit? 
To place a freeze, you must write to each of the three credit reporting agencies. You must provide 
the identifying information shown below.  Placing a security freeze on your credit report is free.  
Write to the addresses below: 

Can I open new credit accounts if my files are frozen?  
Yes. If you want to open a new credit account or get a new loan, you can lift the freeze on your 
credit file. You can lift it for a period of time or you can lift it for a specific creditor. After you send 
your letter asking for the freeze, each of the credit re-
porting agencies will send you a Personal Identification 
Number (PIN). You will also get instructions on how to 
lift the freeze. You can lift the freeze by overnight mail or 
secure electronic mail, using your PIN. The credit report-
ing agencies must lift your freeze within three business 
days. The fee for lifting the freeze temporarily is no more 
than $5 for a date-range lift and no more than $5 for a 
lift for a specific creditor.  Although this appears to be 
very inconvenient, just think of how long it will take to 
restore your credit and identity if it is stolen — typically a few years! 
 
What will a creditor who requests my file see if it is frozen? 
A creditor will see a message or a code indicating that the file is frozen. 
 
Can I still order my own credit report if my file is frozen?  Yes. 
 
Can anyone see my credit file if it is frozen? 
When you have a security freeze on your credit file, certain entities still have access to it. Your report 
can still be released to your existing creditors or to collection agencies acting on their behalf. They 
can use it to review or collect on your account. Other creditors may also use your information to 
make offers of credit-unless you opt out of receiving such offers. See below for how to opt out of pre-
approved credit offers. Government agencies may have access for collecting child support payments 
or taxes or for investigating fraud. Government agencies may also have access in response to a 
court or administrative order, a subpoena, or a search warrant. 

Equifax Security Freeze  
P.O. Box 105788  
Atlanta, GA 30348 
Send by certified mail: 
Name, current and former address, 
Social Security number, date of birth 

Experian Security Freeze  
P.O. Box 9554  
Allen, TX 75013 
Send by certified mail: Full name, with 
middle initial and Jr./Sr., etc. Current ad-
dress and home addresses for past five 
years, Social Security number, birth date, 
two proofs of residence (copy of driver's 
license, utility bill, insurance statement, 
bank statement) 

Trans Union Security Freeze  
P.O. Box 6790  
Fullerton, CA 92834-6790 
Send by regular or certified mail: 
First name, middle initial, last name, 
Jr., etc.  Current home address and 
addresses for past five years, Social 
Security number, birth date 



 

 

Do I have to freeze my file with all three credit reporting agencies? 
No, but different credit issuers may use different credit reporting agencies. Therefore, if you want to 
stop your credit file from being viewed, you need to freeze it with all three credit reporting agencies – 
Equifax, Experian and Trans Union. 
 
Does freezing my file automatically freeze my spouse's file? 
No. Both spouses have to freeze their separate credit files, via separate letters requesting the 
freeze. 
 
Does freezing my file mean that I won't receive pre-approved credit offers? 
No. You can stop pre-approved credit offers by contacting the Federal Trade Commission at 1-888-
5-OPT-OUT or online at www.optoutprescreen.com. This will stop most of the offers that go 
through the credit reporting agencies. It's good for five years or you can make it permanent.  This will 
help to reduce the number of credit card applications appearing in your mailbox, and therefore, re-
duce the risk of them being stolen from your mailbox. 
 
The Bottom Line 
So, what are you waiting for, start protecting your identity today.  If NJ and the federal government is 
making it easier for us to do so, there must be a good reason! 


